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1 Introduction

An increasing array of applications necessitates users to send private data streams to a third party for
signal processing and decision-making [1,2]. Due to privacy concerns, users prefer to send information
while protecting their sensitive data. As a result, privacy issues have gained increased attention in several
research fields, such as mobile robotic systems [3], network systems [4, 5], and control systems [6-8].

In recent years, privacy has been widely studied in various fields, e.g., machine learning [9-11], Nash
equilibrium [12, 13], decentralized optimization [14, 15], and real-time state estimation [1,16,17]. In
practice, the state estimates or measurements could be acquired by honest-but-curious third parties or
external eavesdroppers, leading to a privacy leakage [16-19]. For instance, in intelligent transportation
systems, users are often required to send measurements to a third party for monitoring or control purposes,
potentially compromising their privacy [1]. Besides, in environmental monitoring, the building occupancy
could be reliably estimated from the COs levels [17,18]. Similarly, the thermal dynamics of a building
may also result in a privacy leakage of occupancy [19]. Therefore, the privacy preservation problem is an
important issue worth studying in real-time state estimation.

Among various privacy techniques, the most researched are encryption [15,20,21], information-theoretic
approach [17,22], and differential privacy [23,24]. Due to its ease of implementation, the differential pri-
vacy stands out compared to its competitors. Besides, due to its resilience to post-processing, differential
privacy makes reverse engineering of the private datasets difficult, and thus, has been widely adopted to
protect privacy in stochastic aggregative games [25], distributed optimization [26], and real-time state
estimation [1,23,27]. Especially for differentially private state estimation, the Kalman filtering problem
with input and output perturbation mechanisms has been firstly addressed in [1]. This work was extended
to multi-input multi-output systems, which broadens the applicability to multiple sensors for monitoring
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an environment [28]. Then, a two-stage architecture was proposed in [29] to overcome the drawback of
output perturbation mechanisms.

Another common approach for privacy preservation is using metrics from information theory to measure
private information leakage in response to a query on private datasets [30]. An information-theoretic
measure of privacy often relies on the mutual information, which measures private information leakage
by formulating the privacy problem as a generalized rate-distortion problem [31]. In addition, mutual
information, commonly used to measure the correlation between two random variables, also appears in
content related to real-time state estimation problems. For instance, an information-theoretic framework
for the privacy-aware optimal state estimation was proposed in [17], where the private dataset was modeled
as a first-order Markov process. However, as analyzed convincingly in [32], most mutual-information-
based results lack an intuitive or interpretable bound on the statistics of the estimation error by an
adversary. To address this limitation, a data-privacy approach was introduced in [33] by measuring
the adversary’s estimation error with the absolute error metric. However, the absolute error metric is
generally mathematically challenging to handle. Consequently, the Fisher information matrix and the
Cramér-Rao lower bound (CRLB) have been proposed as alternative frameworks [22,32,34,35]. Although
successful in treating control problems [35], Fisher information matrix does not directly capture the
performance of an adversary’s estimation accuracy. Therefore, the CRLB, based on mean square error
(MSE), is more widely adopted in practice [22,32,34]. However, existing studies [22,32,34] have focused
on protecting parameters that are time-invariant only. In contrast, when addressing the protection of
time-varying states in stochastic dynamic systems, the computational complexity continues to increase
as time progresses, thereby posing significant challenges. As far as we know, research on CRLB-based
privacy preservation is still lacking in real-time state estimation.

Motivated by the above analysis, in this paper, we investigate the real-time state estimation problem
with protecting exogenous inputs via CRLB. The merit of adopting CRLB lies in that it constrains
the MSE of the adversary’s estimate for the exogenous inputs above a specified threshold. However,
there exist some substantial difficulties in studying this problem. First, a primary issue is how to ensure
privacy level and state estimation accuracy simultaneously? To do so, we face with solving a non-convex
constrained optimization problem, which is challenging. Second, in CRLB-based privacy preservation,
calculating CRLB is necessary, but an explicit expression for CRLB is generally difficult to obtain. Third,
the computational efficiency is critically important for real-time state estimation, but the computational
complexity of the CRLB tends to become greater over the time step. Fourth, given that both are based
on noise perturbation strategy, is it possible to correlate the proposed CRLB-based privacy preservation
with the differential privacy? These difficulties are solved in this paper and the main contributions are
summarized as follows:

e This paper achieves real-time state estimation while protecting exogenous inputs. By employing
the CRLB, the MSE of the adversary’s estimate for the exogenous inputs is constrained above a
specified threshold. By minimizing the MSE of state estimate while ensuring a certain privacy
level measured by CRLB, a constrained optimization problem is constructed to ensure privacy level
and state estimation accuracy simultaneously. Furthermore, a relaxation approach is proposed to
efficiently solve the optimization problem.

e An explicit expression for the CRLB is provided, laying the foundation for CRLB-based privacy
preservation. Furthermore, a low-complexity approach for calculating the CRLB is proposed. As a
result, the computational complexity is significantly reduced from O(k?) to O(1), which means that
the computational complexity of the CRLB is reduced to be time-independent. This development
makes valuable sense for real-time state estimation.

e A privacy-preserving state estimation algorithm with low complexity is developed. Moreover, the
relationship between our proposed CRLB-based privacy preservation and differential privacy is es-
tablished. Specifically, the proposed algorithm is proven to ensure (¢, ¢)-differential privacy. Finally,
the effectiveness of the proposed algorithm is demonstrated through two illustrative examples, in-
cluding a practical scenario for protecting building occupancy.

The reminder of this paper is organized as follows. Section 2 formulates the problem. Section 3
provides the design of the privacy-preserving state estimate and an explicit expression for the CRLB.
Section 4 presents the privacy-preserving state estimation algorithm with low complexity and its relation
to differential privacy, followed by two examples in Section 5. Section 6 concludes this paper.

Notations. Scalars, vectors and matrices are denoted by lowercase letters, bold lowercase letters,
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and bold capital letters, respectively. Scalar 0, zero vector, and zero matrix are all denoted by 0 for
simplicity. The set of all n-dimensional real vectors and all n x m real matrices are denoted by R"
and R™*™ respectively. Z*1 represents the set of positive integers and ST represents the set of positive
semi-definite matrices. For a square matrix A, tr(A) denotes its trace. A > 0 (or A > 0) means that
A is positive semi-definite (or positive definite). The block-diag(Ag, A1,...,Ay) represents the block
diagonal matrix with matrices Ag, Aq,..., Ay on the principal diagonal. For the sequence of square
matrices Ag, A1,..., A with the same dimension, we define Hf:o A, = ApAg_1--- Ay, which means
that they follow the descending order of the subscript. I,, represents the n X n identity matrix. For a
vector a, its Euclidean norm is denoted by |lal|. Further, ||a||a denotes its Euclidean norm weighted
with A > 0, i.e., VaTAa. E[-] is the mathematical expectation operator. N'(u,X) denotes the Gaussian
distribution with mean p and covariance matrix 3. Besides, f(x) = O(g(x)) if there exists a positive
real number m such that |f(z)| < mg(z).

2 Problem formulation

Consider the following stochastic time-varying dynamic system:

X =Fr1xp—1 + Groidi—1 + w1,

(1)

yi = Hyxp + vy,

where k = 1,2, ... is the time index; x; € R™*, y, € R™ and dy_; € R™ are the state, the measurement,
and the exogenous input that should be protected at time step k, respectively; Fy_; € R"=X"= Gy_1 €
R7=*nd and Hy € R™*™ are known matrices; {wy} and {vi} are mutually independent Gaussian
white noise sequences with zero mean and known covariance matrices Qi > 0 and Ry, > 0, respectively;
xg ~ N(Xo,Po) is the initial state independent of the noise sequences. We assume that there is no
available prior information about the exogenous input di_1. Under this case, di_1 is generally modeled
as a deterministic, time-varying, but unknown (or uncertain) quantity (see, e.g., [36,37]).

Assumption 1. rank(HpGyj_1) = rank(Gy_1) = ng, for all k.

Remark 1. Assumption 1 is commonly used in existing literature, e.g., [36,37]. Note that Assumption
1 indicates that n; > ng and ny, > ng.

dj—1 Yk . Xy, dy—1

——>f system > estimator > adversary b——m—>
exogenous . exogenous
state
. measurement . .
mput estimate mput estimate
Figure 1 The privacy-preserving state estimation setup.

Let xi be the estimate of the state x; using the measurements yo,y1,...,yk. In our setup, di drives

the system, and the state estimate Xj should be transmitted to a third party for signal processing or
decision-making purposes. In this process, an adversary might have the ability to acquire X; and use it
to infer di_1, as illustrated in Fig. 1. In this work, the adversary could be an honest-but-curious third
party or an external eavesdropper, and is assumed to have the following two abilities:

e It can acquire the system matrices Fr_1, Gi_1, Qr_1, Hr and Ry;

e It can store and utilize the m (m € Z* and m > 2) state estimates Xg_m11,Xk_ma2;---, Xk t0O
infer di_1.

It should be noted that the second ability makes sense in practice since the adversary cannot store infinite
data.

In this paper, we aim to design a state estimate X; that minimizes the MSE of x; on the premise of
protecting dg_1. It is worth emphasizing that we focus on protecting the latest exogenous input only at
each time step. In another word, at time step k, our goal is to protect dg_;. This makes sense in many
practical scenarios. For instance, in the motivating example given by Example 1 later, the adversary
is interested in the current building occupancy rather than the past. Before further discussion, we first
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briefly review the optimal state estimate in the minimum MSE sense for the system (1) without privacy
consideration, which is the unbiased minimum-variance state estimate proposed in [36].

2.1 Unbiased minimum-variance state estimate

< umv

Let x;™7 and S};T‘lf’ respectively, be the unbiased minimum-variance state estimate and its error co-
variance matrix at time step £ — 1. Let %X, be the estimate of the state x; using the measurements

Yo,¥1,---,Yk—1, and S; be the error covariance matrix of X, . Then, the one-step prediction is given as
S = Fra &y, (2)
p = FraSEFL ) + Qi (3)

Once receiving the measurement yy, the unbiased minimum-variance state estimate and its error covari-
ance matrix at time step k are given as

X" =%, + Ki(ye — Hixy), (4)
Symv =S — S, HIC,'H, S, + (G — S, HL C; 'HyGy_1)(G}_ H}C_'H,,G,_1) !
(Ggo1 — S;H’Eclleka_l)T7 (5)

where

Kp = S, H{C, ' + (Gyo1 — Sy H G 'HL Gy 1) (G, HJ C ' H Gy 1) G HC,
Ci. = H;S; H} +Ry.

Despite achieving good state estimation accuracy, the unbiased minimum-variance state estimate given
by (4) cannot be transmitted directly as it may cause a privacy leakage of di_1, as analyzed below.

2.2 Privacy issue

This section presents an illustrative example to demonstrate why the unbiased minimum-variance state
estimate given by (4) may cause a privacy leakage of dx_1. As the inference approach employed by
the adversary is neither unique nor the main concern of this paper, we next construct a straightforward
but suboptimal estimate dj_1 serving as an illustrative example. Specifically, from the state transition
equation in (1), we have Gp_1dg_1 = x — Fp_1Xx—1 — wg_1. From Assumption 1, by multiplying both
sides of the above equation by G‘:Eﬁ1 and plugging in Xj, X;x—1 and Wi_; = 0, we can construct the
following estimate of dj_1:

di—1 = (G}_1Gi—1) 'GL_; (k% — Fr_1%p_1). (6)

We know from (6) that the adversary could estimate di—; by using the state estimates x; and Xp_1. It
should be noted that dj_1 given by (6) is a suboptimal estimate because only two state estimates, X
and Xj_1, are used.

To demonstrate the necessity of protecting di_1, several practical examples from the literature can
be considered. For instance, in building automation systems, it is crucial to prevent the inference of
occupancy levels from observable measurements such as COs concentrations or temperature dynamics
[17,38]. Similarly, in smart grid applications, protecting a user’s electricity consumption data from
being accurately inferred by adversaries represents another key scenario where privacy is essential [39].
These examples highlight the broad relevance of protecting dy_; across different domains. The following
example is provided to illustrate the privacy leakage of di_; caused by the unbiased minimum-variance
state estimate given by (4) in a practical scenario.

Example 1 (Building occupancy). Similar to [17,18], we consider the evolution of CO5 in a building,
which can be modeled by the dynamic equation x; = axg_1 + bdr_1 + wg_1, where zy, is the level of CO,
at time step k, dx_1 is the occupancy of the building, i.e., the number of people in the building, wg_1
is the process noise, and a,b € R are the parameters. The measurement at time step k is collected by a
COg; sensor with a measurement equation given by yr = xp + v, where v is the measurement noise.
The occupancy of the building is sensitive and highly private information that could be reliably esti-
mated from the COz levels (see, e.g., [17]). To demonstrate this fact in our setup, we simulate the CO4
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evolution by taking a = 0.75, b = 1.75, and model {wy} and {vx} as Gaussian white noise sequences
with variances 0.1 and 0.05, respectively. The initial state is distributed from the Gaussian distribution,
with a mean and variance of 0.01. The real privacy state is given as dy_; = round(0.5 cos(k) + 5), where
round(+) is the rounding function.
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(a) CO4 level and its estimate by the unbiased (b) Occupancy and its estimate by the adversary using (6).

minimum-variance state estimate.

Figure 2 CO3 level, occupancy and their estimates.

Fig. 2(a) depicts the trajectory of the COs5 level in the building and the estimated trajectory by the
unbiased minimum-variance state estimate given by (4). Fig. 2() illustrates the trajectory of the occu-
pancy and the estimated trajectory by the adversary using (6), where the state estimates used in (6) are
sumv sumv

X" and x3™Y. The plots reveal that the CO2 level and the occupancy are well estimated, suggesting
that transmitting the CO estimates to the third party could result in a privacy loss of the occupancy.

Based on the above analysis, we know that the unbiased minimum-variance state estimate cannot be
transmitted directly, and thus, a privacy-preserving state estimate in the minimum MSE sense should be
designed.

3 Design of the privacy-preserving state estimate via CRLB

In this section, we provide the privacy-preserving state estimation in the minimum MSE sense via CRLB.
Inspired by the noise perturbation strategy, we consider perturbing the unbiased minimum-variance state
estimate with a random noise.

3.1 Perturbed noise approach

We design the privacy-preserving state estimate X;, by perturbing x3™" with a zero-mean Gaussian noise
as follows:

X = ﬁ;mv + oy, (7)

where ay, ~ N(0,Xy) is independent of X™", and the covariance matrix Xy is to be determined. The
determination of ¥ is the main concern of our noise perturbation strategy since it determines not only
the estimation accuracy of X, but also the privacy level of di_;. To measure the privacy level, we employ
the CRLB, as specified by the following lemma.

Lemma 1 (Cramér-Rao lower bound, [40]). Let X = {xi,...,X;,} be a sample from P € P = {Pp :
0 € ©}, where O is an open set in R™. Suppose that T(X) is an estimator with E[T(X)] = ¢(0) being
a differential function of @, Py has a probability density function pg with respect to a measure v for all
6 € ©, and pe is differential as a function of @ and satisfies % [ h(x)pe(x) = [ h(x)Zpe(x)dv, 6 € O,
for h(x) =1 and h(x) = T(x). Then,

T
Var(T(x)) > (5a(0) ) (2(6)" a0, ®
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where Z(0) = E[a% log pe (X)(% log pe(X))T] is the Fisher information matrix and assumed to be positive
definite for any 0 € ©.

In this work, X = {Xs_ms1,Xe_mi2,-- X}, T(X) = dg_1, @ = [dF,dT,...,d} |7, 9(0) = dp_1.
We know from (8) that CRLB provides a lower bound for the MSE matrices of all the unbiased estimators,
i.e., provides an intuitive quantified metric for the performance of all the unbiased estimators. In this
paper, the merit of adopting CRLB lies in that it constrains the MSE of the adversary’s estimate for
the dx_1 above a specified threshold. We next provide a way of determining the covariance matrix 3y
through a constrained optimization with privacy constraint measured by CRLB.

3.2 Constrained optimization subject to privacy

We determine the covariance matrix ¥j by minimizing the MSE of (7) as follows:
| (%5, — x00) (R — %) | = 00 [ (™ — i) (%E™ = x4)T] + Eouna | = (S 4+ 2p), (9)

and by constraining the MSE of the adversary’s estimate for the d;_; above a specified threshold, say ~,
simultaneously. Thus, we construct the following constrained optimization problem:

min tr(Xg)
Hest (10)
s.t. tr(CRLB(dk_1)) >, ¥ =2o0l,,,

where CRLB(dj—1) represents the CRLB of dj_1, 7 is a given value to quantify privacy level, and o is
a small positive real number for numerical stability. The minimizer of (10) is the sought-after 3.

We know from (9) that the greater Xy, the lower the state estimation accuracy. In addition, we know
from (10) that the greater v, the higher the privacy level. Thus, by solving the problem (10), we achieve
the following two goals simultaneously:

e Utility: To minimize the MSE of the state estimate Xy;
e Privacy: To ensure that the privacy level of di_1 is no less than a pre-set value ~.

Before solving the problem (10), we should first calculate CRLB(dy_1). It is worth noting that the
state estimates employed by the adversary to estimate dg—1 are Xg—m+1, Xk—m+2, - - - , X with the latest
state estimate X, depending on ;. Thus, CRLB(dj_1) is a function of 3j. We next provide an explicit
expression for CRLB(dy_1) with respect to 3.

3.3 Explicit expression for CRLB

It follows from (8) that calculating the Fisher information matrix is the premise of calculating the CRLB.
Thus, we start by calculating the Fisher information matrix.
1) Calculation for Fisher information matriz. At time step k, we should calculate the Fisher

information matrix for the history of exogenous inputs {dg,ds,...,d;_1} based on the state estimates
)A(k,mle,)A(k,erQ, N ,)A(k. Denote
(T 4T T \T (T T T\T (LT T ~T\T
dO:k—l = (dO s dl s 7dk—1) s X! | = (Oék/, (0 7 PRI Oék) y X/ g = (Xk/,xk/+1, cee 7Xk) s
T
s (T LT sT\T sumv . sumv) T sumv \ T ~umv) T /.
X'k — (Xk/7xk/+1,...7xk) ’Xk/:k = ((Xk/ ) ’(Xk/+1) ""’(Xk ) 7k .—k—m+1

Then, we have Xj/.;;, = X}/y 4+ o Correspondingly, the covariance matrices of X and X}, denoted
by Py.;; and P, respectively, are correlated by

Prp =PI 4+ Asy, (11)

where Ay, = block-diag(Xy/, Eg/y1,...,2%). Due to the linearity of the system (1) and the estimate
(4), we know that Xj., obeys a Gaussian distribution:

Ko ~ N (E[Xpr ], Prok)- (12)
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Denote

Ly = Lok xLur kA k-1, (13)

where

Hf;11 D; Hii—;l D, ... ... I"x‘
Lpk.x = Axp,
k k
Hi:lDi Hi:QD’L cee e """Inz
0 0 e 0
I., 0 e 0
1
Hi:l F; Inz

Lurr = Ak ) . ) . ]

T2F [I2F, ... 1, 0

[ ()P . Fey L,
D; = (I,, — KiHy)Fir_1, Ak = block-diag(Ko, K, ..., Ky),

Ay i = block-diag(Ho, Hy, ..., Hy), Ag -1 = block-diag(Go, Gy, ..., Gr-1).

Then, we provide an explicit expression for the Fisher information matrix of dg.x_1, as given in the
following theorem.

Theorem 1. For the system (1) and X = {Xg—sm+1,Xk—m+2, - - -, Xk }, the Fisher information matrix of
dg.;—1 is given as

Z(do:k—1) = L}ff’;}k,Lk. (14)

To provide a proof of Theorem 1, we need the following three lemmas, where the mean E[X/.x] and
the covariance matrix Py ., in (12) are expressed with respect to do.x—1. They are the basis of the proof
for Theorem 1.

Lemma 2 (Fisher information matrix, [41]). Let x ~ N (u(0),3(0)) be an n-variate Gaussian random
vector with parameter 8 = (61,602,...,0,,)T. Then, for 1 < 4,5 < m, the (i,5) entry of the Fisher

information matrix is
om0 1 L0 _,0%
— > — > > — ). 1
=90, o0, T2"\F 89,7 a9, (15)

Based on Lemma 2, computing the Fisher information matrix Z(dg.x—1) requires first determining
p = E[X.x] and 3 = Py, as presented in the following two lemmas.
Lemma 3. E[X;.x] = Lrdo.x—1 + ¢ with ¢ being a constant vector independent of dg.;—1.

Proof. Denote xo.x == (x3,X1,-- -, xt), yo = (¥3, 51, ¥) T, wo—1 = (wa,wi,...,wi )b
and vo.x == (va,vi,... ,VE)T. Then, we have

)

T .. T T
X0 = L g—1(Xg, Wop_1) + Li yAck-1dok-1,

Yok = AnkXo:k + Voiks (16)
where
0 0
L.,
F I L. 0
0 Ny Hllil FZ InL
Lry1=| FiFo Fy I, . Ly, = _

Hi:ol F; Hi:ll F; Hi:; F; - I,
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Further, we have

X" = Ky + Dexpy
=Kypyr + DiKi_1yr—1 + DDy 1x"5

k
= (I, DKo, TT, DKy, .. Ki) you + [ [ DilL, — HoKo)%o,

i=1
T
~ my ' T / T T _
Xk — LDKJ@YO:]«: + (( H?:l Dl) , (HiC:Jil Dl) sy (Hf=1 Dl) ) (InJC — HOKO)XO
T
= Lpk xLurrAcr—1do:x—1 + Lok & (AH,k:LF,kq (ng ngfl) + VO:k)
/ T / T ™T _
(I D)™ (5D, (I D)7) (B, — BKos,
T _
= Lpk xLur kAgr—1do:x—1 + Lok & (AH,kLF,k—l (XOT, ng_1) + VO:k) + Cy, (17)

where

’ ’ T
& = (2,0 (I D) o (T, D)) (T, — HoKo)%o.
Thus, we can obtain E[Xp.x] = E[XY + o] = E[X7] = Lido.s—1 + cx, where

_ ™ .
cr = Lpk (AH,kLF,k—l (X0T70) ) + ¢k

is a constant independent of dg.x_1. O
Lemma 4. Pk/;k is independent of dg._1.
Proof. From (16) and the first equality of (17), we have

P = Lk, (Ark + A cPox AR o) LDk xs (18)

where PO:k = E[(onk — E[XO:k])(XO:k — ]E[onk])]T = LF’kflbIOCk—diag(PmAQ’k‘,l)L;k_h AQ’]C,1 =
block-diag(Qo, Q1, - - ., Qx—1), and A, = block-diag(Ro, R1,...,Rk). We know from (18) that f’gf“,;’
is independent of dj_1. Moreover, from (11) and the mutual independence between the perturbed noise
and dj_1, we know that f’kr:k is also independent of dg._1. ]
Based on the above three lemmas, we now provide a proof of Theorem 1.
Proof of Theorem 1. From (15) and Lemmas 3-4, by substituting g = E[%.x] and £ = P into
(15), we have

OE[Xpr k] 51 OEXL ] O(Lidon—1) 51 d(Lpdok-1)" 1y
I(dog—1) = P = P, =L, P, L,
(doi—1) Odo.k—1 ¥ 0dog—1 0do:k—1 Rk 0d o1 LS

which completes the proof. O
Based on the explicit Fisher information matrix given by (14), we next provide an explicit expression
for CRLB(dj_1).
2) Calculation for CRLB. At time step k, we focus on the privacy of dg_1. Thus, following the
information inequality given by (8), we have

T
CRLB(dy-1) = (adfk_lg(d():kﬂ) (I(dO:kfl))_l6dfk_1g(d0:k71)
= (0 Ind) (LEP;’%kLk)il (0 Ind)T7 (19)

where g(dg.x—1) = dip—1 with g being a projection operator. We know from (19) that CRLB(dy_1) is the
ng X ng block at the right bottom of the inverse of the Fisher information matrix given by (14). However,
(19) cannot be employed directly since it is implicit with respect to the optimization variable Xj. In fact,
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adopting (19) directly will make (10) difficult to solve. Therefore, we need to simplify (19) further to an
explicit form with respect to 3. By denoting the following matrices as partitioned forms:

pumy _ P11 Poli_1x P = Prw—1 PP 14 L = Lii(k) 0O (20)
‘ Pk PR . P k—1 P + X Lo (k) Gr-1

where Ly (k) € ROm=Dnax(k=Una T, (k) € R**(k=Lna we then provide an explicit expression for
CRLB(dg—1) with respect to 3y, in the following theorem.

Theorem 2. For the system (1) and X = {XKp_m+1,Xk—m+2,---,Xk}, an explicit expression for
CRLB(dg_1) with respect to Xy, is given by

CRLB(dj_1) = (GI_;(Sk + Ap) 'Gy1) ", (21)
where
Ay = PR — PR P PR+ (Lo (k) — PR Pl L (R))

D — -1 — P umv
(Lo (k)P Lan (k) (Loa(k)" — Lua (k) TP PR 1) (22)

Proof. Denote f’,;,lk = < ) . Then, we have

_ D1 N—1 Humv —1PpHumv N—1 _ Ppumv Sumv N—1 SHumv
= Pk’:k—l + Pk’:k—l k’:k—l,kA Pk,k/:k—lpk’:k—lv A =P+ 3 - k,k’:k—lPk':k—l k' :k—1k>

_ 5—1 Humv —1 _ —1pHumv N—1 _ —1
Fipo=—Pry k’:k—l,kA ; P =—A Pk,k’:k—lPk/;k_p Iy =A""

Further, denote

prpot g, - (P a0 (Tu T\ (Tuk) 0 ) (@ @5
ki ik 0 GT | Ty Too) \Loi(k) Giy Dy Py

Then, we have
@1y = Loy (k) "Pl  Lua (k) + L (k) TPRh PR AT PR, Pl L (k) — Loy (k) TA™!
PR P L (k) + Loy () TA ™ Loy (k) — Loy (k) TP Y PR A Loy (k),
®15 = Lot (k) TAT G — Ly () TP PR AT Gy,
@y = G_ ALy (k) — GI_ AP, PLY Lig(k), @a2 = Gi_ AT Gy

Substituting into (19), we have

—1
CRLB(dk-1) = (0 Ind> (ZZ ZZ) (0 I”d>T

(GT1A™Gror = (G A Lo (k) — G, AT PR PRl L (k)
(Lua (k)P L (k) + Loy (k) TP PRy AT PR Pl L (k)
— Loy (k) TAT PR Pt Lua (k) 4+ Loy (k)T A Loy (k) — Luy (k)P

pumv — -1 _ A ey B -1
PN AT Loi (k) (L (B) AT Gy — Lua (k) TPy, PR 1A 1Gk—1)> :
By some simplifications, we then have

CRLB(dj1) = (Ggl (A-l — A7 (Lo (k) = PRy PRt T () (L ()Pl L (R)

N N N R —1
+ (Laa (k)" = Lua (k)" Pty PRy ) A7 (L () — ufrli"/:kflpl;’?kfll‘ll(k)))
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-1

: (Lzl(k)T — L (k)P P k) ‘1)Gk_1> . (23)
Using the Woodbury matrix identity (see Page 258 of [42]) for the right-hand side of (23), we have
CRLB(dk-1) = <GE—1(A+ (Lot (k) — PR Pt Laa (k) (Laa (k) "l L (k)

-1 ~1
(L21 _Lll(k) Pk’k 1 umkv 1k)) Gk1>

= GL, PumvﬁLEk*Pk k' k— 1Pk’k 1Pk/ 1k+(L21(k) P‘li - 1Pk’k )

. _ . . —1 -1
(LB ) (L (07— L (BB PR 1)) G )

= (G (B + Ak)_leq)_l,

where Ay, is given by (22). O
Based on the explicit expression for CRLB(dy_1) given in Theorem 2, the optimization problem (10)
can be rewritten more clearly as follows:

i tr(2
Smin, ()

T -1 -1 (24)

s.t. tr((Gk_l(Ek +Ap)'Gio) ) >, X >o0l,,.
Remark 2. As suggested by (24), a larger value of 7 tends to result in a larger matrix Xy, in the Lowner
order sense. The magnitude of v reflects the strength of privacy protection. A larger v corresponds to
stronger privacy, which requires increasing the uncertainty of the added noise and consequently reduces
the accuracy of state estimation. In another word, enhanced privacy protection is often achieved at the
expense of state estimation accuracy. This trade-off is a common characteristic of privacy-preserving
methods based on random perturbations. For example, the same principle applies to differential privacy:
smaller € and § values correspond to stronger privacy and require greater noise uncertainty, ultimately at
the expense of estimation accuracy (see, e.g., [1]). The specific choice of v depends on the requirements
of the practical problem.

However, there exist two substantial difficulties in solving (24). Firstly, calculating CRLB(dg—1)
directly suffers from a heavy computational burden since the computational complexity of CRLB(dy_1)
becomes greater over the time step k. More specifically, the computational complexity of the matrix
Ay given by (22) increases over the time step k. Essentially, this is caused by the fact that calculating
CRLB(dg—1) requires the history of all the measurements up to time step k, i.e., yo,¥1,..., ¥k As
such, the computational complexity of CRLB(dy_1) tends to become more expensive over time step k.
Secondly, (24) is a non-convex optimization problem since its first constraint is non-convex. Thus, an
analytic solution of (24) is hard to obtain. As well known, computational efficiency is critically important
for real-time state estimation. Thus, reducing the computational complexity of CRLB(dy_1) and solving
(24) efficiently are the two important issues that we will address sequentially in the following section.

4 Privacy-preserving state estimation with low complexity

In this section, we first reduce the computational complexity of CRLB(dg—_1). Then, we propose a
relaxation approach for solving (24) and provide the privacy-preserving state estimation algorithm with
low complexity. Finally, we show that the proposed algorithm also ensures (e, §)-differential privacy.

4.1 Privacy-preserving state estimation algorithm with low complexity

For calculating the CRLB(dg—1) given by (21), the main computation lies in Ay given by (22). As the
computational complexity of (22) mainly lies in the matrices P}y given by (18) and Ly given by (13),
we next provide low-complexity calculations for these matrices.
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1) Recursive calculation for P‘,;?“’. To avoid directly calculating the matrix 13‘,35“,;’ at each time

step k, we design a recursive calculation for Pumv as follows.
Theorem 3. The following recursions hold:

COV(XQ7 Xo) = :P()7

Cov(xo,X5™) = PoHy K, (25)
Cov(xg™, %5™) = KoHoPoH] K§ + K RoKj . (26)

For k=1,2,...,
Cov(xg,Xp) = Fk,lCov(xk,l,xk,1)F;£,1 + Qr—1, (27)

Cov (%™, X3™) = Dy.Cov(%3™}, %™ ) Dy 4 Dy Cov (%™}, xx—1)Fji_ HL K}

+ K H,Fy 1 Cov(xp_1, X0™V)DY + K HCov(xy, x,)HE Kb + K Ry KL, (28)

Cov(xg, X),

For j € Z*, we have

V) = Fy_ Cov(xp_1, 0™V )DY + Cov(xy, xx) HL K} (29)

Cov(Xpt5, X3™) = Fryj1Cov(Xppj—1, X5 ), (30)

S-umv

Cov (x5, xi™) = Doy Cov(X0T_ 1, X0™) 4 Kioq j Hietr j Frog -1 Cov(Xpeqj -1, X)), (31)

Proof. To complete this proof, we derive each of (25)—(31) as follows. For (25), we have
COV(X(),XSmV) COV(Xo, Xo + Ko (yo - HQXO)) = COV(X(), KOYO) = COV(Xo, K()H()XO) = PngKOT
For (26), we have

Cov(xg™ ,%g™") Cov(i + Ko(yo — Hoxg), %0 + Ko(yo — Hoio))
= Cov(Ko(yo — Hoxo), Ko(yo — Hoxo))
= Cov(Koyo, Koyo)
= COV(KO(HOXO +vp), Ko(Hoxo + Vo))
= KoH PoH K] + K RoK}.

For (27), we have

Cov(xg,x) = Cov(Fr_1x—1 + Gro1dp—1 + Wi—1, Fr_1xp-1 + Gro1dig—1 + Wi—1)
= Fi_1Cov(xs_1,x5-1)Fi_; + Qp_1.

For (28), we have

Cov(xp™, %™

= Cov(Dpx;™ + Kryr, DX + Kiyk)

= Cov(Dgx;™7, Dipxp™Y) + COV(DkﬁEmYa Kyyr) + Cov(Kiyr, Dexp™) + Cov(Kyyr, Keyr)

= D Cov(x;M7, AumV)DT + COV(Dszm‘{, Ki(Hexy + vk)) + Cov(Kk(Hkxk + Vi), Dkfc}ff‘l')
+ COV(Kk(Hka +vi), Kp(Hpxy + vk))

= D Cov (™Y, %™ )D] + Cov(Dpxi™, K Hixy) + Cov(KHyxy, Dpxi™)
+ Cov(KpHixy, KiHixy) + Cov(Kgve, Kivy)

= Dy Cov (%™, %1™7)D} + Dy Cov(xp™Y, xx—1)Fi_ HE K} + Ky HyFi_1Cov(x,_1,%3™)D}
+ K, H, Cov(xy, xx)Hf K + K Ry K]

For (29), we have

Cov(xg, xp™") = Cov(xy, Dixpm7 + Kiyr)
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= Cov(xp, XI™)DF + Cov(xy, yx) K}
= Cov(xy, xp™})Dj + Cov(xk, xx)HE K}

= Fy_1Cov(xs_1,%™)D} + Cov(xy,xx)Hi K} .
For (30), we have

Cov(xptj, X3™) = Cov(Frpj1Xptj-1 + Grijo1dipj—1 + Wiej-1,X™)
= Frpj1Cov(xpp -1, X3™).
For (31), we have
Cov(xp 1, %;™) = Cov(Dra; X011 + K Yes, Xp™)
= Dy jCov(xp i1, %.™) + KiqjCov(yrts, X3™)
= Dyt Cov (X151, X5™)
= Dy Cov(XpT_1, X™) + Kiq jHyy Cov(Xp4j, X )
x Y)

= Dk+jCOV Xk—i—j—l? Xk + Kk+ij+ij+j_1COV(Xk+j_1, )A(z

The proof is completed.

+ Ky j Cov(Hpp Xt + Higj Vierj, X™)

mv).

O

Following Theorem 3, we realize recursive calculation for P};{n" by computing each sub-block of Pumv

recursively at each time step k.

2) Time-independent calculation for Lj. We can see from (20) that the computational complexity
of Ly, is caused by Ly1(k) and Lo (k) since the sizes of these two matrices are dependent on the time step
k. To solve this problem, we introduce the following pseudo-CRLB (PCRLB) by replacing Ly with Ly

n (19):

PCRLB(dj,_,) = (o Ind) (Iﬁ}ff’,jkf,k)fl (0 Ind)T,

(32)

~ T ~
where Ly = Ly, (0 L. d) € Rmne=xmna Tt ig worth noting that the size of Ly, is independent of the time

step k. To calculate Ly, (instead of calculating Ly ), denote

Inm
Dy I,
Lok i = Hf:l;?ﬂ D; Dpy2 I, block-diag (K, Kir41, - - -, Ki),
| VIS oY § VIS » FRUUTRN I,
L.,
Fy I,

k'+1
I[Iicw Fi Frg I,

EHF,k = block-diag(Hy/, Hy/ 41, ..., Hy) Hk 2 Hk 2 PR, T
=k’ i=k/4+1 "+ 1 ’ Ny

I k,F LT I,

Then, the following proposition presents the calculation for Ly.
Proposition 1. Ly, can be calculated as follows:

f;k = iJDK)ktHFykblOCk—diag(kam, ey kal)-

. T
Proof. From (13) and Ly = Ly, (0 Imnd) , we have

. T
Ly = Lok s Lur rAc,k-1 (0 Imnd)

(33)
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0
=L L
DK,kMHF,k (block-diag(Gk—m, caey Gk—l))

0
=Lpki | - )
LHF’kaOCk-dlag<Gk,m, ey kal)
= INJDK1k£HF’kb10Ck-diag(Gk7m7 ey Gk71)~

This completes the proof. O
The following proposition provides an explicit expression for the PCRLB(dj_1).

Proposition 2. An explicit expression for the PCRLB(dy_1) with respect to X is given by

PCRLB(ds_1) = (GF_1 (S + Ap) 'Gyy) (36)
where
A’f = szv ~F Ef?«v:k—lf’ﬁkfl : ETIE—M + (f‘21 - f)zfrléyrk—lpl?kqf‘ll)
(NP L) (L] - LRPLL (PRI ). (37)
L= (I(m_l)nw o) Ly (I(m_l)nd o)T,IZ21 - (0 I,Lz) L (I(m_l)nd O)T. (38)
Proof. The proof is similar to that of Theorem 2, and hence, omitted here. O

Note that the sizes of Lj; and Lo; given by (38) are independent of the time step k. We next provide
the relation between the PCRLB and the CRLB.

Proposition 3. For the PCRLB given by (32) and the CRLB given by (19), the following inequality
holds:

tr(CRLB(d_1)) > tr(PCRLB(dg_1)). (39)

A B

Proof. Denote LTP;' L, =
f kK kR (BT C

), where A € R(v=mnax(k=mna "B ¢ Rk=mnaxmna G ¢
R™Mmnmaxmnd - Then, we have

CRLB(dx1) = (0 1, ) (LIPELLe) ™ (0 I”d>T

= (O Ind) (O Imnd) (LEPI;'}kLk)il (0 Imnd)T (O Ind>T
= (o Ind) (C~'+ C'BT(A - BC!BT)!BCY) (o Ind>T : (40)
PCRLB(di-1) = (0 T, ) ( (0 Tun, ) LEPLA L (0 I,,md)T)_l (0 Ind>T =(01.,)c (o Ind)T

(41)
Due to C™'BT(A — BC!BT)"!BC~! > 0, we obtain CRLB(d;_;) > PCRLB(dy_1), and thus,
tr(CRLB(dg—_1)) > tr(PCRLB(dj-1)). O

Remark 3. From (40) and (41), we can directly derive the approximation error between PCRLB(dy_1)
and CRLB(dy_1), denoted as

e= (o Ind) (C'BT(A - BC™'BT)"'BC!) (0 Ind>T.

Based on Propositions 2 and 3, the original optimization problem (24) can be relaxed as follows:

min tr(3g)
Ek€S+

42
st (G (Sk+ AR 'Gr) ) 2, Sy >0l )
.t i1 (B + Ag) k—l) 27, 2 2 0ly,,

It is not difficult to find that (42) has the same form as (24). This indicates that we reduce the compu-
tational complexity without increasing the difficulty of solving the problem (24).

3) Computational complexity. Compared with the CRLB(dg_1) given by (21), the computational
complexity of the PCRLB(dy_1) given by (36) is greatly reduced, as specified by the following theorem.
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Theorem 4 (Computational complexity). From (21) to (36), the computational complexity reduces
from O(k?) to O(1).

Proof. For calculating (21) the main computation lies in (22) and is specified as follows. Specifi-

mv

cally, for calculating P — P PR Pl P > the computational complexity is (n,(m — 1)) +
4(m — 1)2 + n2, for calculating Lg; (k) — P}C‘f};‘,’:k,lf’k/:k,lL11(k), the computational complexity is
(nz(m —1))% + n3ng(m — 1)%(k — 1) + nyna(k — 1), and for caleulating (L1 (k)TP,}, _ Lii(k)) ™", the
computational complexity is (n,(m—1))3+n2n3(m—1)%(k—1)*+((k—1)ng)*. Additionally, for calculat-
ing (Lox (k) = PR Pl 1L11(k))(Lll(k)TPI;/}kflLll(k))_1<L21(k)T — L1 (k)P PRI 1), the
computational complexity is n2n?(k—1)2, and for calculating szv—ngr,;‘,’:k_lP,;,%kfle?,;’_Lk—&—(L21 (k)—
szrl;y:k—lpk’?kfll‘ll(k))(Ln (k‘)TPk’%k—lLll(k))_l(L21(k)T_Lll(k)TP];/?kflpz}?]:_lyk), the computational
complexity is n2. Hence, for calculating (22), the total computational complexity is

n

n3(k — 1) +n2ni2(1+ (m — 1)k — 1) + (n3ng(m — 1)* + neng)(k — 1)
+n(m—1)2 +3n3(m —1)> + 2n2. (43)

For calculating (36), the main computation lies in (37). By replacing k with m in (43), we can obtain
the computational complexity as follows:

n2nZ(m — D+ n3ng(m — 1) +n3(m —1)2 + 303 (m — 1)3 + n2ni(m — 1) + ni(m —1)2
+ ngng(m — 1) + 2n2. (44)
From (43) to (44), the computational complexity reduces from O(k?) to O(1). O

Theorem 4 indicates that from CRLB(dy_1) to PCRLB(dg—1), the computational complexity is re-
duced from O(k?) to O(1). In another word, the computational complexity of CRLB is reduced to be
time-independent.

4) Relaxed solution. Since the analytic solution of the problem (42) is hard to obtain, we next
provide a relaxed solution of (42). Denote the singular value decomposition of Gi_1 by

Gi_1=Uy (Tk O)TVzm (45)

where U and Vi, are orthogonal matrices, X € R™*"d ig a diagonal matrix, and denote

- A A
My = UF(Ag + 0L, )U, = [ 21 (46)
Ao Ap
where A1y € R"*"a_ Then, the following theorem provides a relaxed solution of (42).
Theorem 5. A relaxed solution of (42) is given by
3 — A I, 0
X =Uyg < H R ) Uy, (47)
0 fo P
where 53*1‘1 is the minimizer of the following semi-definite programming problem:
_min tr(3;)
€8T (48)
s.t. tr(ng(Eu — A12A2_21A21)) 2 Y, 211 2 A11.
Proof. Problem (42) is equivalent to
min tr(Xg + Ak)
3eSt (49)

s.t. tr((G;ffl(Zk + Ak)_lgk_l)_l) >y, X+ Ak > Ak +ol,,.
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_ . T
From (45), we have G}_,(Zy + Ay) 'Gy_1 = Vi ('I‘k O) UL(Z), + Ap) "0, (Tk O) V.. Denote

-1
S =UN (S + AU, = <~ . ) with 31, € R™*"_ Then, the problem (49) is equivalent

to B
“min tr(Xyg)
e (50)

s.t. tr((Vg ('I‘k 0) st (’I‘k O)TVk)_l> >, 3 > Ul (Ag +01,,) U

- - - - Si1 S
Here, we use the fact that tr(Xy + Ax) = tr(Ug(Ek + Ak)Uk) = tr(Xg). Denote E,;l = (Su 812>.
21 S22

Then, we have S11 = (211 — 21222_215321)_1 € R™a*"d and
~ T -1 ~ ~ ~ ~
tr((Vg (Tk 0) 2];1 (Tk O) Vk) ) = tr((TkSHTk)_l) = tI‘(leg(Ell - 21222_21221)>.

Thus, the problem (50) is equivalent to

B Il:lln tr(211)+t1‘(222)
311,X02€S8T
e ere Sy S Ay A (51)
st (Y20 - Sy Ta) 2 (2 2P = (D 0.
221 222 A21 A22
By letting 322 = Aos, the problem (51) can be relaxed to
_min tr(S11)
311 €8T
C e e SN A A (52)
s.t. tr(T;Q(EH — 212A521221)) 2 Y, ~ H ~ 12 2 ~ H ~ 12 .
321 Ao Ao Ax

. . S S A A . - ~ = =
We adopt this relaxation because | . B > | - - > 0 implies 311 > A1 and Yoo > Ao,
221 222 A21 A22

From the sufficient and necessary condition for the positive semi-definiteness of a matrix in terms of a
generalized Schur complement [43], we have

Sh-An T -A . . N . 5 .
I 120 = S1-A; 20 2y —Ay =2, —Ap=0.
o1 — Aoy 0
Thus, the problem (52) is equivalent to the problem (48). Further, let 33, be the solution of (48). Then,

S =UpE, UL — Ap

> A -
:Uk<~“ ~12>UE—A;€

A21 A22
A, A - S5 — A 0
=U (L0 U - A (T T ot
Ay Ay 0 0
S — A 0
=ol, +U, "1 "M Ut
0 0
_ Uk 2;1 — A11 + O'Ind 0 Ur]g
0 oL, _n,

This completes the proof. O
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Theorem 5 indicates that the problem of determining the covariance matrix 3 of the perturbed noise is
finally converted to the problem of solving the semi-definite programming problem given by (48). Instead
of solving the original optimization problem (24) directly, we relax it to the semi-definite programming
problem (48), which has the following benefits: i) the computational complexity is greatly reduced; ii)
the semi-definite programming problem can be solved efficiently; iii) the privacy level remains no less
than ~.

5) Algorithm. The proposed privacy-preserving state estimation algorithm with low complexity is
summarized in Algorithm 1. The semi-definite programming problem (48) therein can be efficiently solved
by, e.g., the CVX package. For more details about the CVX package, the readers are referred to [44].

Algorithm 1 Privacy-preserving state estimation algorithm with low complexity

Input: XM, Sy, m, o, v

1: Prediction:

2: Calculate x,, and S,; using (2) and (3).

3: Update:

1: Calculate X{™ and SI™ based on %™} and SI™Y using (4) and (5).

5: Calculate the covariance matrixz of the perturbed noise:

6: Set k' =k —m+1.

7. Calculate each sub-block of P recursively using (27)(31), and then obtain f’g“,;,v p_q and P‘,;?},g_L k

using (20).
Calculate P;'}kq using (11).
o: Calculate Ly, using (35), and then obtain Ly, and Lo using (38).
10: Calculate Ay, using (37).
11: Perform singular value decomposition on Gg_1 to obtain Y and Uy, using (45).
12: Calculate My, using (46) with the pre-set o to obtain A1, Ao, Ay, and Ao,
13: Solve the semi-definite programming problem (48) to obtain ﬁlfl, with v being the pre-set privacy
level.
14: Calculate Xy, using (47).
15: Privacy-preserving state estimation:
16: Generate ay ~ N(0, ).
17: Set )A(k = )A(zmv + oy
18: Set Sk = S};m" + k.
Output: X, Sk

%

4.2 Relation to differential privacy

This subsection shows that Algorithm 1 also ensures (e, §)-differential privacy. To this end, we first define
the sensitivity of Algorithm 1 as follows, which determines how much perturbed noise should be added.

Definition 1 (Sensitivity). Suppose that R™ is equipped with an adjacency relation Adj. The sensi-
tivity of a query ¢ : R™ — R" is defined as

Apg = sup lg(de) — q(d})lla, A >0.

At time step k, the change in di_; only affects X; rather than Xy.._1, and thus, the Gaussian
mechanism M, : R™ x R — R™ is defined by M, (dg_1) = %4 = q(dr_1) + w, where w ~ N (0, Py),
P, = f’zm" + X is the covariance matrix of X, and ¢(dg) = E[xi] = KiHiyGr_1dr_1 + ¢ with ¢
being a constant vector. Based on these analyses, we can show exactly what level of differential privacy
Algorithm 1 can ensure in the following theorem.

Theorem 6 (Differential privacy). For any € > 0, Algorithm 1 is (e, d)-differentially private with
9] 22
=09 = le—ﬂ fE exp{—% }dz and

f=——2—+ . (53)
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Proof. Let di_1, dr—1 be two adjacent elements in R™, and denote v := K;H;Gp_1(dg—1 — dgr—1).
Then, for any Borel set S € R"= we have

P dk 1) S S)
/N dk 1 Pk)du

L l _1 1
= /(27r)_T det(Py) "2 exp{ - §Hu - q(dk_l)HfA,;l}du
s
_ne Rt 1 2 Ta_q 1, 9
= [ (2m)”" 2 det(Pg)” 2 exp —§HU—Q(dk'—1)Hp—1 expq (u—g(dp-1)) Py v—§||v||p;1 du.
S k :
Let f(u) = (u—q(dw_1))"Py'v -3 ||v||P_17 A = {u|f(u) < €}. Then,

P(M,(di_1) € S)
= / (2m)" % det(P),) "7 exp { - 1||u - q(dk/_1)||§,;1 } exp{ f(u)}du + N(u; g(dg_1), Pg)du
SNA

SNAe

‘P(My(dp—1) € 5) + /N q(dr—1), Pr)Z(p (u)>qdu,

where A° is the complement set to A, and Z[;,)>¢ is an indicative function defined as Zjfu)>q =

{(1) ;E ; . Let y = P, * (u—g(dj_1)). Then, we have

P(Mgy(di—1) € S) < eP(My(dp—1) € S)+ / N(y;0,1, )T 1 dy
S

VTP, 2y>—EIvIZ_ 4]
k

1 €
< eep(Mq(dk/_l) € S) + Q( - §HV||1§,;1 + ||V|”>
P!
Aﬂflq
< e P(My(dp—1) € 5) + Q( - ka + Ai q).

Thus, for any € > 0, My is (e, Q(§))-differentially private, where £ is given by (53). O

Remark 4. As established by Theorem 6, for any fixed € > 0, a larger value v leads to a smaller value
of §. This relationship can be further detailed: increasing =y results in a larger matrix Py. Furthermore,
it follows from (53) that a larger P, implies a greater £, which consequently leads to a smaller . This
relationship is further illustrated in Fig. 6.

5 Examples

In this section, we demonstrate the effectiveness of the proposed algorithm through two examples.
5.1 Practical case: Building occupancy

Consider Example 1 and set ¢ = 1074, m = 2 and v = 0.5 in Algorithm 1. Figs. 3(a) and 3(b) highlight
that the estimated trajectory of COs level by the proposed algorithm is very close to the real one. In
contrast, the estimated trajectory of the occupancy is not identical with the real one almost every time
step. This demonstrates that the proposed algorithm performs well in estimating CO; level and protecting
occupancy, ensuring privacy and utility simultaneously.

5.2 Numerical case: A two-dimensional model
Consider the two-dimensional dynamic system xx11 = Fxp + Gdi + wg, where x;, € R2, d;, € R,

11 T
F= <0 1)’ G = (0'5 0'5> y WE N(Ova) with Q = 2I5. The initial state xo was drawn from
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(a) CO3 level and its estimates by unbiased minimum-variance (b) Occupancy and its estimates by the adversary using unbiased
and privacy-preserving state estimates. minimum-variance and privacy-preserving state estimates.

Figure 3 CO3 level, occupancy and their estimates.

T
the Gaussian distribution N (Xq,Pg) with X = (2 2) and Py = 0.1I,. The exogenous input dy is
generated independently and identically distributed from a uniform distribution over the interval [0, 5].
The measurement equation is y, = Hxy + vy, where y, € R?2, H = Iy, v, ~ N (0,Ry) with Ry, = L.
We set v = 11, m = 3 and o = 10~* in Algorithm 1. In addition to the PCRLB derived in (36), we also
employ the CRLB presented in (21) for comparative analysis.
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Figure 4 Comparison of unbiased minimum-variance and privacy-preserving state estimates.

Fig. 4(a) reports the MSEs of the proposed algorithm over 50 time steps and 500 Monte Carlo runs
(i.e., the black solid line and the red dotted line), where the unbiased minimum-variance state estimate
serves as a benchmark (i.e., the green dashed line). In Fig. 4(a), both the black solid line and the
red dotted line lie above the green dashed line, which revels that the MSEs of the proposed algorithm
are greater than those of the unbiased minimum-variance state estimate. This is reasonable due to the
perturbed noise. Besides, by noting that the red dotted line and the black solid line exhibit highly similar
estimation performance, we can infer that the approximation errors of PCRLB and CRLB are negligible
in this example, which is specifically reflected in their nearly identical accuracy in state estimation. Fig.
4(b) depicts the real state trajectory and the estimated trajectories by the unbiased minimum-variance
state estimator and the proposed algorithm. This figure reveals that the proposed algorithm has good
estimation performance similar to the that of the unbiased minimum-variance estimator.

Fig. 5 highlights that the MSEs of the adversary’s estimates for dj with either unbiased minimum-
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variance (green dashed line) or privacy-preserving state estimates (black solid and red dotted lines). We
have the following two observations: i) MSEs of dy, with privacy-preserving state estimates are greater
than those of ai;;mv with unbiased minimum-variance state estimates. This is resulted from the perturbed
noise strategy. ii) MSEs of di, with privacy-preserving state estimates are greater than the threshold -,
while MSEs of cf‘,;m" with unbiased minimum-variance state estimates are smaller than the threshold ~.
This phenomenon indicates that the proposed privacy-preserving state estimates do protect the exogenous
input such that the MSEs of the adversary’s estimates for dj are not less than ~.

————— MSE of d™
MSE of dj._; with CRLB
ory ) [ MSE of dj._; with PCRLB ||
threshold ~

Zoomed-in view

MSE of exogenous input estimate
©

20 22 24 2 28, 30 ‘
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Figure 5 MSEs of the adversary’s estimates for dj with either unbiased minimum-variance or privacy-preserving state estimates.

Fig. 6 quantitatively displays the correlation between the proposed CRLB-based method and differ-
ential privacy. We can see that as the parameter v measuring the privacy level increases, the curves
approach the origin more closely, indicating that the level of differential privacy is higher.

Figure 6 Correlation between the proposed CRLB-based method and differential privacy.

Table 1 reports the MSEs of x and d averaged over 50 time steps and 500 Monte Carlo runs under
different privacy level v. It is observed that as + increases, both the MSE of X and the MSE of the
adversary’s estimate for dj increase. This is because, as the privacy level increases, the accuracy of
state estimation decreases while the level of exogenous input protection strengthens, demonstrating the
trade-off between the state estimation accuracy and the privacy level. Additionally, it is noteworthy that
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Table 1 Averaged MSEs of % and d under different privacy level .

~y 9 10 11 12 13
MSE of X | 1.6852 | 1.6852 1.7664 | 1.9998 | 2.2488
MSE of d | 10.7997 | 10.7997 | 11.3009 | 12.8472 | 14.4323

when v = 9 and v = 10, the MSE values are identical. This phenomenon stems from the fact that, under
the framework of unbiased minimum variance state estimation, the MSE associated with the adversary’s
optimal unbiased estimate of d exceeds 10, thereby eliminating the necessity for additional noise injection.

6 Conclusion

We have developed a CRLB-based privacy-preserving state estimation algorithm with low complexity,
which also ensures (¢, §)-differential privacy. Specifically, by perturbing the unbiased minimum-variance
state estimate with a zero-mean Gaussian noise, we have designed a noisy state estimate that prevents
the adversary from inferring the exogenous inputs. Adopting the CRLB allows constraining the MSE of
the adversary’s estimate for the exogenous inputs. By minimizing the MSE of the noisy state estimate
subject to a certain privacy level measured by CRLB, we have ensured privacy and utility by solving a non-
convex constrained optimization. Additionally, we have provided explicit and low-complexity calculations
for CRLB, significantly reducing the computational complexity from O(k%) to O(1). Furthermore, we
have solved the constrained optimization efficiently by providing a relaxed solution. Finally, we have
demonstrated the effectiveness of the proposed algorithm through two examples, including a practical
scenario for protecting building occupancy.

In practice, the measurements are usually collected by some sensors in a network structure, so our
future work includes studying the privacy-preserving state estimation problem for multi-sensor systems.
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